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Linux System Fundamentals

Windows 11 & IT Fundamentals

Windows Server 2019/2022 Administration
Microsoft 365 Administration

Azure Administration (AZ-104)

AWS Cloud Fundamentals

Cisco CCNA (Routing & Switching)

FortiGate Firewall Administration
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Cisco Certified Network Associate (CCNA)
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Windows Server 2019/2022
Administration

NIIIX NITNYN 710131 NN7N02 NO7YW DWW
Active Directory, GPO, nnwin .Microsoft
nT12va 12 Hyper-V jionx ,DNS, DHCP
.SysAdmin niminim oy oN1on .N'WYnN

Active Directory, OUs & Group Policy ®
DNS & DHCP services *®

File services & storage technologies *
Server roles & Remote management ®
(Certificate Authority (CA *®

Server Backup & Recovery ®

Monitoring & Domain security ®

Microsoft 365 Administration

N1DVNT NIAX 13V N2AA0 710137 0103103

Entra ID, 710132 D'OINND .N1MIATIND NINAT
Exchange Online, Teams, SharePoint, MFA
.71wa nwian nunim .Conditional Access-1
Entra ID & Identity management *®
Exchange Online administration *®
SharePoint, OneDrive & Teams ®

MFA & Conditional Access ®

PowerShell for Microsoft 365 ®

Linux System Fundamentals

.Linux-21 j7tn 0102 DV IT-n D71va D'7'nNn
D' TN17 .13V "NV NN 7V 070NN NOVN
71170 11N NNLAX1 MY, NIXYIN ,NTI79 NIV

J3vi T *mi7omn2a A7nwWN7 1NV DY DN1ON JWYD

Linux distributions & Architecture *®

File system & Permissions ®

User & group management ®

Package & Service management ®
Network configuration & UFW firewall ®
Bash scripting basics ®

SSH & System logs ®

Windows 11 &
IT Fundamentals

177N 1NN9O 7V waT DY 01ID0 NITIO DI
,N2VN TN, 0WUNNWN 71013 ,N37NN2 0'0INN
IT-1 N300 N2™HN 79N 120 .NNLVAXT WA
.01J1X2a Junior

Hardware & BIOS/UEFI| basics *®
Virtualization technologies *®
Windows 11 installation ®

Disk & Driver management ®

Users, Groups & Device administration ®
System monitoring tools ®

IP, DNS, DHCP fundamentals ®

Remote access & Firewall basics ®



Networking fundamentals, OSI model ®
IP addressing, subnetting & IPvé ®
Switching, VLANSs, STP & EtherChannel *®

Routing protocols (Static, OSPF, EIGRP, ®
(BGP

(Network security (ACLs, Port security ®
Wireless, NAT/PAT & VPN fundamentals *®

Network automation, Monitoring & ®
Troubleshooting

DXV NTIN72 I1NIIOX [,

FortiGate Firewall
Administration

DINYID .VTIN NNVAXA 7210 11NN 710132 D10INND
.nw1 1011 IPS 1o, Firewall, NAT, VPN

70371 NM1IIOX MINWA 7V 1207 N'7121 oY D11on
JINTIN NNVAX

Firewall policies & NAT ®
Interface & VLAN configuration ®
(VPN (SSL/IPsec ®

Web filtering & IPS ®

Logging & monitoring *®
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Azure Administration
(AZ-104)

nmw'n .Microsoft 7w Azure 13va D7 nyn
,JIONX ,N1T7X1071 NN, NINYI ,NINT 7101
AZ-104 NdONON7 19N .NI1IIX NN NNVIAXI 10T
.Cloud Administrator *mjzon'7i

Azure identities & RBAC ®

Resource management & Governance ®
VNets, NSGs & VPN Gateway ®

Azure VMs & Availability ®

Azure App & Containers ®

Storage services & access tiers ®

Azure Backup & Recovery ®

Monitoring & Log Analytics ®

[ x'w20 ]
AWS Cloud Fundamentals

7w N217 "MW 0M1ON1 133V-211 071V7 012NN
NNLAXI DY LJI0NX ,21wnNN ,N1At o7 .AWS
.CLI-2a1 Management Console-1 7117n in
.N171210 13V NI2IVN 112 NTIAV7 D101 0V 0NN
IAM & Access keys ®

EC2 & Lambda *

VPC, Route 53 & Security Groups ®

S3, EBS & Glacier storage ®

Billing & Cost management ®

AWS CLI & CloudShell ®

Cisco CCNA
(Routing & Switching)
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